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This thesis is aimed to improve the analysis of anomalous Internet activities in honeypot traffic.  
Honeypots are an internet monitoring technology which allow the collection of detailed information 
for better understanding the nature of malicious activities on the Internet. The outcomes of this thesis 
are the research and development of a set of techniques that significantly improve honeypot traffic 
analysis. Major contributions include improving the Leurre.com project clustering of attack activities 
through grouping activities that exhibit similar packet inter-arrival time distributions using the cliquing 
algorithm; the use of principal component analysis to detect the structure of attackers’ activities 
present in low-interaction honeypots; the development of a detection technique for detecting new 
attacks in low-interaction honeypot traffic using principal component's residual space and square 
prediction error statistic; and the design and implementation of an adaptive real-time detection model 
for detecting new attacks using recursive principal component analysis. 
 
